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This study aims to conduct a rigorous and comprehensive examination of the challenges associated with the
digitalization of administrative processes within the higher education sector. Its primary objective is to identify,
categorize, and prioritize these challenges while exploring their underlying structural causes and institutional
conditions that contribute to their persistence. The research provides a strategic framework is proposed to
enable higher education institutions to progressively overcome these barriers through the effective use of new
digital technologies that continue to transform operational and managerial practices worldwide. In response
to the accelerating global shift toward digital transformation, universities face increasing pressure to enhance
administrative efficiency, reduce procedural complexity, optimize service delivery, and create a responsive
institutional environment capable of meeting the evolving expectations of students, faculty, administrative staff,
and external partners. Accordingly, the study seeks to develop an analytical model that supports the systematic
improvement of administrative performance while advancing the digital maturity and organizational adaptability
of higher education institutions.

The research also emphasizes the importance of strengthening communication and collaboration among
professors, students, and university administrative bodies. By streamlining processes, integrating digital workflows,
and refining service delivery mechanisms, the study aims to promote a coherent digital ecosystem that facilitates
daily academic and administrative operations, enhances transparency, and improves governance. These objectives
gain particular relevance as universities modernize management structures and decision-making processes to
maintain competitiveness in an increasingly digitalized global education environment. The study highlights the
necessity of adopting flexible, interoperable, and data-driven platforms that collectively improve the quality, speed,
and reliability of administrative services.

From a methodological perspective, the study employs a mixed-method research design that combines
theoretical analysis with empirical observations. It begins with a systematic review of contemporary literature
on digital transformation, organizational change, digital governance, and higher education management,
providing a conceptual foundation for understanding the scope and nature of the challenges faced. This review
is complemented by semi-structured interviews with experts and practitioners with extensive experience
in university administration and digital systems, offering detailed insights into institutional readiness, operational
bottlenecks, resource constraints, and contextual factors influencing the feasibility and sustainability of digital
initiatives.

To assess and prioritize the identified challenges objectively, the study uses the Analytic Hierarchy Process
(AHP) through Expert Choice software. This approach enables the development of a hierarchical model to
evaluate the relative significance of each challenge based on expert judgments, enhancing the methodological
rigor, credibility, and replicability of the results.

The findings indicate that data management challenges-including data integrity, interoperability, accessibility,
standardization, and information security-constitute the most critical barriers to successful digitalization. Human
and organizational challenges, such as resistance to change, limited digital competencies among staff, insufficient
training, and misalignment between organizational culture and digital transformation goals, were also found
to significantly impact success. Additionally, technical challenges involving infrastructure, system compatibility,
maintenance, and adequate technological support were identified as key constraints that must be addressed to
achieve sustainable progress in the digital transformation of university administration.

Keywords: hierarchical analysis process, challenges, digitalization, management, higher education.
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JlaHHOe uccieZioBaHYe HATIpaBJIeHO Ha BCECTOPOHHUM U ITyOOKUM aHau3 MpobeM, CBA3aHHBIX C IU(PO-
BU3al[Mel a/[MUHUCTPATUBHBIX MPOIIECCOB B cdepe BhICIIEro o6pa3oBanusa. Ero oCHOBHAs 1eb 3aKII0YaeTCs
B BBISIBJIEHUH, KJIacCUUKAIIUY U PAHXUPOBAHUM 3TUX IIPOOJIEM, a TaKXKe B U3YIEHUU UX CTPYKTYPHBIX IPUYUH
Y MHCTUTYI[UOHATBHBIX YCJIOBUM, CIIOCOOCTBYIONIUX UX COXpaHeHUto. [Ipejaraercs cTpaTerndeckas OCHOBA,
MTO3BOJIAIONIAS YIPEKAEHNUAM BHICIIIETO 06pa30BaHus IOCTENIEHHO TIPeo0IeBaTh JaHHbIe MTPEISITCTBYS TOCPEI-
cTBOM 3 dEKTUBHOTO MCIIOIb30BaHUA HOBBIX IIU(PPOBBIX TEXHOJOTHI, KOTOPBIE MPOJOIKAIOT TPaHCHOPMUPO-
BaTh OIlepAlIOHHbBIE U YIIPABI€HYECKHUE MPAKTUKU BO BCEM MUDE.

B yC/IOBHUSX YCKOPSAOIET0CA TII06aTbHOTO MTepexo/a K udpoBoi TpaHCchOpMAaIuy YHUBEPCUTETHI UCITBITHI-
BaIOT BO3pacTalollee JaBjieHre, CBA3aHHOE C HEOOXOAUMOCThIO MTOBHIIIEHUS aIMUHUCTPATUBHON 3 HEeKTUBHO-
CTHU, COKpAIEHUS TPOLeYPHOMN CJIOKHOCTH, OIITUMU3AINY MTPEAOCTaBIEHUS yCayT U GOPMUPOBAHUA THOKOMN
WHCTUTYIUOHAIBHOU CPeZbl, CIOCOOHOM YAOBIETBOPATh U3MEHSIONIEC OXKUAAHUSA CTYIEHTOB, MpernoiaBare-
Jiel, aIMUHUCTPATUBHOTO TIepCOHAaIa U BHEITHUX MTAaPTHEPOB. B CBA3U ¢ 3TUM aBTOPHI UCC/IEZJIOBAHUS CTPEMAT-
cs1 pa3paboTaTh aHATUTUYECKYIO MO/IE)Th, HAlIPABIEHHYIO Ha CUCTEMAaTUYECKOEe YIydllleHe aZIMUHUCTPATUBHOMN
ZIeATEbHOCTH, & TAKXKE MOBBINIEHNE ITUGPOBOU 3PEIOCTH U OPraHU3alMOHHON aIalITUBHOCTY YYPEXK/IEHUH BhIC-
1ero o6pa3oBaHusl.

B paboTe Tak)ke MOAYePKUBAETCA BAKHOCTD YCUIEHN KOMMYHUKAIIUY U B3AUMO/EHCTBUS MEXK/Y MPeno/a-
BaTeJIAMU, CTyJEHTAMU U aIMUHUCTPATUBHBIMU CTPYKTYPaMH YHUBEpCUTETA. [IyTeM ONTUMHU3AIIUH MTPOIIECCOB,
WHTeTrpanuu udppoBbIX pabOYHX IIOTOKOB M COBEPIIIEHCTBOBAHUS MEXaHU3MOB MTPEAOCTABIEHUS YCIIYT UCCIIEN0-
BaHUe HalleJIeHO Ha CO3/JaHNe LIeJIOCTHOM ITUPOBOI 3KOCUCTEMBI, 06JIeryaroliei moBceZIHEBHbIE aKaJleMUYECKTEe
¥ aZIMUHUCTPATUBHBIE OTIEPAIlUH, TOBHIIIAOIIEN TPO3PAvYHOCTD U YAYUIIAIoIIe cCucTeMy yIIpaBieHus. JlaHHbIe
1LIeJTU IPUOOPETAIOT 0COOYI0 aKTYaIbHOCTD B YCJIOBUSAX MOZEPHU3AINHY YIIPAaBJIEHYECKUX CTPYKTYP U IIPOIIECCOB
TIPUHATHA PEIeHNH, HeOOXOAMMBIX /IJIs1 COXPaHEHUST KOHKYPEHTOCIIOCOGHOCTH B CTPEMUTENBHO ITUGPOBU3UPY-
rotielics obanbHOU 06pa3oBaTeIbHOM Cpe/ibl. B Mccae0BaHNY MOAYEPKUBAETCS HEOOXOAUMOCTh BHEPEHUS
rUOKUX, COBMECTHMBIX ¥ OCHOBAHHBIX Ha JJaHHBIX IIaTGOPM, KOTOPhIE B COBOKYITHOCTH TOBHIIIAIOT KAYECTBO,
CKOPOCTb Y HaZIEXKHOCTh aZIMUHUCTPATUBHBIX YCIIYT.

C MeTOJ0JIOTUYECKON TOYKHU 3PEHUs UCCIel0BaHNE OCHOBAHO HAa CMEIIaHHOM IOJX0/Ie, COYETAIOIIEM TEO-
peTUYeCcKUl aHaau3 U SMIUpUYeckre HabmogeHua. OHO HAaUMHAETCSA C CUCTEMATHIECKOTO 0630pa COBpPEMEH-
HOU JiuTepaTyphl o bpoBoO# TpaHchOpMAIUU, OPTraHU3ALMOHHBIM U3MEHEHUSIM, [IUPPOBOMY YIIPaBIEHUIO
U MEHE)KMEHTY B chepe BBICIIEr0 06pa3oBaHusA, YTO 0OeCIeYMBaeT KOHIIENTYa IbHYI0 OCHOBY I TOHUMAaHUS
coZiepyKaHusA U MacinTaba paccMaTpUBAaeMbIX MPo6eM. ITOT 0030p JOMOTHAETCS TOMYCTPYKTYPUPOBAHHBIMU
WHTEPBBIO C IKCIIEPTAMU U IIPAKTUKaMU, 00/1aJaloN[MU 3HAYUTENIbHBIM OITBITOM B 00JIaCTH YHUBEPCUTETCKO-
r'0 a/[IMUHUCTPUPOBAHUS U ITUGPOBBIX CUCTEM, UTO TIO3BOJISET IMOJTYYUTh ITOAPOOHbIE CBeIeHUS 00 NHCTUTYIINO-
HaJIbHOU TOTOBHOCTH, OTIEPAIMOHHBIX Y3KUX MECTaX, OTPAHUYEHHOCTH PECYPCOB U KOHTEKCTYaJIbHbBIX (aKTOPaX,
BJIMSTIOIIMX Ha OCYIECTBUMOCTD U YCTOMYUBOCTD ITU(PPOBBIX UHUITUATUB.

Jlnst 0O'beKTUBHOM OIEHKU U PAaH)XUPOBAHUS BBIBIEHHBIX TPOOJIEM B UCCIE[OBAHUY UCTIOIb3YETCS METOZ
a”anu3a uepapxuii (AHP) ¢ mpuMmeHeHueM nporpaMmHoro obecrneuenus Expert Choice. Takoil mogxo/ I03BO-
JifieT pa3paboTaTh NepapXUvecKyIo MOJETb JJiS OIEHKU OTHOCUTETbHOM 3HAYUMOCTH KaXK/[I0H IIPOo6IeMbl Ha OC-
HOBE 3KCIIEPTHBIX CY)KAE€HUH, TOBBIIIAA METOA0JIOTMYECKYIO CTPOTOCTh, IOCTOBEPHOCTH ¥ BOCIIPOU3BOJUMOCTh
DPEe3y/IbTaTOB.

[Nony4eHHbIE Pe3y/IbTaThl IOKA3bIBAIOT, YTO MTPOOJIEMBI YIIPaBIEHUs JaHHBIMU — BKJIFOYas [1€JIOCTHOCTb JIaH-
HBIX, UHTEPOTIePabeTbHOCTh, IOCTYITHOCTD, CTAaHAAPTU3ALMI0 U HHGOPMAI[OHHYIO 6€30MMacHOCTb — SIBJISIOTCS
HauboJIee KPpUTUIECKUMU OapbepaMu IS yCIenHOM udpoBusauu. YesoBeueckrie U OpraHU3aI[MOHHBIE MTPO-
6J1eMBI, TaKHe KaK COITPOTUBIEHNE U3MEHEHUSIM, OrpaHUYeHHbIe ITU(POBbIE KOMITETEHIIMY MTEPCOHAA, HEOCTa-
TOYHOEe 0Oy4YeHUe U HECOOTBETCTBHE OPraHU3AIMOHHOM KYJABTYPHI LIeJasaM ubpoBOi TpaHCHOPMAIIUH, TaKKe
CYIIECTBEHHO BJIMSIOT Ha ycreX. Kpome Toro, TeXHUYeCcKre TpobieMbl, CBsI3aHHbIE ¢ MHYPACTPYKTYPOU, COBMe-
CTUMOCTBIO CUCTEM, UX OOCTY)KUBaHUEM U HAJIMYMEM a/[eKBATHOU TEXHOJIOTUYECKOU TO/IEPKKY, ObUIU BBISB-
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JIEHBI KaK KJII0UeBble OTpPaHNYeHMsI, KOTOpble HeOOX0AMMO YCTPAaHUTD JJIA JOCTYDKEHH YCTOMYHBOTrO IIporpecca
B IMPPOBOH TpaHCPOpMAIIK YHUBEPCUTETCKOTO YIIPABIEHMUA.
KirroueBsle ciioBa: MeTo/ aHanu3a uepapxuil (AHP), npo6iemel, indpoBU3anys, yipasjaeHue, BeIciiee 06-

pasoBaHmUe.

ntroduction. The rapid technological development

in the field of communications has led adminis-

tration to rely on modern technologies in an envi-
ronment rich in devices and equipment, in addition to
advanced software and specialized human resources.
digitalization is considered one of the most prominent
future trends in administration; rather, it has become
an inevitable necessity to keep pace with technological
advancement, as it allows institutions to benefit from
modern technologies to improve their performance
and increase their efficiency.

In this context, most educational institutions,
including Algerian universities, use digitalization
in many of their administrative and pedagogical func-
tions, contributing to strengthening the relationship
between professors, students, and university admin-
istration.

This transformation has faced many complex
administrative challenges, which were accurately
identified by experts and ranked according to a
systematic scientific approach that contributes to
a better understanding of these challenges and
finding solutions to overcome them. This enhances
adaptability in a rapidly changing work environment
with continuous developments. For this reason, the
Analytic Hierarchy Process (AHP) was adopted as an
important and widely used multi-criteria decision-
making method, due to its ease of use and wide range
of applications.

Based on the above, this study sheds light on the
challenges facing the digitalization of administration at
the University of M'sila and then seeks to find appropri-
ate solutions to overcome them.

Digitalization is defined as the process of transfer-
ring or converting data into a digital form for process-
ing by a computer [1, p 10]. digitalization reflects the
social transformation resulting from the widespread
adoption of digital technologies that generate, pro-
cess, and transmit information [2, p 63] digitalization
should also be seen as a modernization, reform, and
transformation of education to include problem-solv-
ing and decision-making supported by digital technol-
ogies. The goal is to increase efficiency, flexibility, and
accessibility [3, p 121].

In higher education, digitalization refers to all
processes through which data whether educational or
pedagogical in universities are converted into digital
forms. This enables the targeted student groups, pro-
fessors, and staff to receive and use this data via com-

puters and the internet, employing various dedicated
electronic platforms [4, p 85].

Additionally, digitalization has gained increasing
importance as a means for the survival of higher edu-
cation institutions. Higher education is defined as one
of the fundamental means of providing students with
knowledge, information, thinking, research skills, and
the formation of positive attitudes [5, p 16].

Higher education institutions in Algeria include
universities, university centers, national higher schools,
and higher schools for teacher training.

The Ministry of Higher Education and Scientif-
ic Research seeks to digitalize the various institutions
of the sector to facilitate and simplify administrative
procedures in the pedagogical field and other servic-
es. This includes monitoring the digitalization process
of research centers and institutions, the management
of human resources, financial and accounting resourc-
es, and materials. According to the sector's digitaliza-
tion master plan [6, p 39]. As part of the effort to dig-
italize the university's General Secretariat and all its
affiliated sub-directorates, a number of procedures
must be carried out, most notably digitalization of the
University's General Secretariat: Administrative pro-
cesses are automated through digital platforms and a
unified portal, improving coordination, planning, and
evaluation with data-driven reporting [7, p 1].

Therefore, the research question posed is: What
are the challenges facing the digitalization of admin-
istration, and how are they ranked using the Analytic
Hierarchy Process (AHP)?

The objectives of this study are reflected in the at-
tempt to identify the challenges facing digitalization
in the higher education sector by analyzing its various
related aspects. The study seeks to rank these challeng-
es according to their importance and impact, with a fo-
cus on identifying the main related criteria, in order to
build a scientific model that helps prioritize digitali-
zation challenges systematically, contributing to sup-
porting decision-making and achieving effective digital
transformation in the higher education sector.

The descriptive analytical approach is used to
study the challenges of digitalization in the higher
education and scientific research sector, by using ar-
ticles, books, journals, and internet websites related
to the study topic. For the practical component, the
study adopted the Analytic Hierarchy Process (AHP)
as a decision-making tool. Data concerning the main
and sub-criteria were collected, their relative weights
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were determined, and the outcomes were subsequently
analyzed with the support of Expert Choice (EC) soft-
ware to ensure accuracy and consistency in the evalu-
ation process.

Literature Review. Zongkai Yang reviews the
core concepts and stages of digital transformation
in education. The study highlights China's practical
responses, focusing on platforms, curricula, teach-
ing, and assessment methods. Additionally, it analyz-
es three Chinese universities to identify development
patterns that guide comprehensive digital transforma-
tion in higher education.

Marina Abdurashidova examined how innovation
and digitalization influence the quality of higher edu-
cation at Tashkent State Technical University. Using a
multi-method approach with data from 300 partici-
pants, it explored perceptions across students, facul-
ty, and staff. Findings revealed that digital technolo-
gies enhance education quality by fostering interactive
learning and increasing student engagement.

Charifa Soumati studied the main challenges
that still hinder the digitalization project of the
higher education sector. These challenges prevent
its realization or at least delay its achievement. They
became evident with the emergence of the COVID-19
crisis, and some of them still persist. The study found
that the Ministry of Higher Education is making
continuous efforts to advance digitalization and keep
pace with the developments occurring in developed
countries, according to well-designed plans and
strategies, particularly through the use of electronic

tools to monitor and track plagiarism, in parallel with
academic training.

This study is distinguished by its attempt to syn-
thesize the most important criteria from prior research
on different aspects of digital transformation, with the
purpose of constructing a model that ranks the chal-
lenges to digitalizing the higher education sector us-
ing the Analytic Hierarchy Process (AHP), and subse-
quently applying it to the Algerian case.

Methodology. Interviews were used as a data col-
lection tool. First interview: Aimed at gathering infor-
mation on the most important sub-criteria (challeng-
es). Second interview: Based on the (AHP) method, to
obtain the weights of the main criteria (challenges). It
was also used to analyze the results.

Sample Size: The sample consists of staff from the
General Secretariat, the Digital Strategy Office, Uni-
versity of M'sila. As for the sample, a purposive sam-
ple was selected to conduct the interviews, consisting
of ten experts (Professors, Directors, Engineers, and
Administrators), in order to identify the main challeng-
es and to determine the relative importance of all the
study's criteria (challenges).

Digital transformation faces major obstacles such
as the absence of strategic vision, weak leadership, and
limited investment in technology and skills [8, p 7].
Several studies indicate that, the challenges include
technical/technological challenges, organizational
challenges, and human resources challenges [9, p 71].
Table 1. provides a summary of the challenges facing
digitalization in the higher education sector.

Table 1

Summary of studies on the challenges of digitalization in the higher education sector

Main Criteria (Challenges)

Sub-Criteria (Challenges)

Authors

Technological / ICT
Infrastructure

Limited or outdated ICT infrastructure

Amando (2025), Alshahrani (2025)
[10, p 7], Mahaphan (2025) [11,
p 216], Seyda et al. (2024)

Compatibility issues / lack of integration

Alshahrani (2025), Seyda (2024)

Complexity of digital systems- Transition from legacy systems

Mahaphan (2025)

Human Resources

Shortage of skilled workforce / competent staff

Amando (2025), Alshahrani (2025),
Seyda et al. (2024)

Financial Constraints /
Budget Challenges

High initial investment costs

Amando (2025), Alshahrani (2025),
Mahaphan (2025)

Limited budget and resources

Mahaphan (2025), Seyda (2024)

Organizational / Bureaucratic
Resistance

Bureaucracy / opposition from interest groups

Mahaphan (2025)

Resistance from decision-makers / risk aversion/ Weak interdepartmental collaboration/ | Seyda et al. (2024)
Employee reluctance / hesitation/ Fear of job loss / loss of control

Competence and Adaptability

of data exchange standards

Lack of continuous training / professional development/ | Amando (2025)
Low participation / enthusiasm/ Lack of trust in digital
services/ Heavy workload / time constraints/ Lack

of digital skills and experience/ Digital divide/ Risk

of unethical use / intellectual property issues /Absence
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Ending table 1
Main Criteria (Challenges) Sub-Criteria (Challenges) Authors

Resistance to Change

Resistance to modernization / technology adoption

Amando (2025), Mahaphan (2025)

Security, Privacy, and
Confidentiality Threats

Cybersecurity risks / data security

Amando (2025), Alshahrani (2025),
Mahaphan (2025)

Public resistance to digital adoption (trust issue)

Alshahrani (2025)

Source: Prepared by the authors

Building the hierarchical structure as follow: Lev-
el 1: digitalization challenges in administration and the
prioritization of addressing them. — Level 2: This con-

sists of the following main criteria (challenges) man-
agement — Level 3: Sub-criteria (challenges) derived
from the breakdown of the main criteria (Table 1).

Technical : ] data protection
" N |
: l Systems incompatibility
| — /|
I | Resistance to change |
Homan and : ]

organizational | [ |
' . | Lack of competencies .
Challenges of I I
Digitalization in .
Management [ ) ] .
\ ) - ] High financial costs | |
Financial : - ——r
! ] Lack of financing |
| N
- | The absence of the lezal |
| ] framework |

L T .
o The risks of violation of | |
4 I ] privacy I

| ( -

: L Data quality and safety

Data I " - I

; . ! Data size J
L L )

Fig. 1. AHP based model for Digitalization Challenges in Management

Sixty-seven criteria were extracted from the previ-
ously mentioned studies, and after consulting experts,
five main criteria and eleven sub-criteria were adopt-
ed (Fig 1).

Results and Discussion. The main objectives
of this research were to identify and prioritize the
challenges hindering the successful implementation
of digitalization, based on the AHP.

From Fig 2, it is clear that the main criterion that
received the highest importance among the other
main selection criteria is the «Data» management
challenges criterion, with 29.2% of the total. This
is due to the importance of data, its quality, and its
integrity, given the volume of available data. The
second-ranked main criterion is the human and
organizational challenges criterion, with 25.2%, which
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reflects the relative importance of this criterion due to
its significance in the digitalization of the sector, as it
depends on individuals capable of adopting it. Weak
competencies and internal resistance represent the
biggest obstacles to any organizational or technical
progress. The third-ranked criterion is the technical
challenges criterion, with 18.9%, which is attributed
to the importance of infrastructure in digitalization.

Data ,292
Human and organizational ,252
Technical ,189
Financial 161
law 106

Inaonsistency = 0,04
with 0 missing judgments.

The financial challenges criterion ranked fourth, with
16.1%, indicating its importance in covering the costs
of equipment, hardware, and software required for
digitalization. The legal challenges criterion (Law)
came in fifth place, with 10.6%. The consistency ratio
(CR) for the pairwise comparisons of the main criteria
was 4%, which did not exceed the permissible limit
(10%) according to the Analytic Hierarchy Process.

Fig. 2. Pairwise Comparison results of main criteria

The final weight of the challenges affects their rank-
ing in the digitalization of management, as observed
from Fig (3) and (4), the following can be noted;

— The first challenge that received the highest lev-
el of importance among the other challenges is «Infor-
mation Security and Data Protection,» with 14%. This
challenge is crucial as it underpins the safety and sta-
bility of digital infrastructure amid rapid digital trans-
formation and reliance on smart systems. Universities
face rising cyber threats due to the growing volume
and diversity of data, risking financial and reputation-
al harm. Thus, enhancing cybersecurity through strict
protection standards, updated systems, and continu-
ous staff training has become a strategic necessity for
sustainable digital operations.

— The challenge of «Systems Incompatibility»
ranked second with 13.6%, This challenge highlights
the importance of system integration as digital trans-
formation expands. Incompatibility between legacy
and new systems causes operational inefficiency, high-
er costs, and project delays. The solution is to build a
flexible digital infrastructure founded on unified and
interoperable standards.

— The challenge of «Lack of Competencies» ranked
third with 11.7%, reflecting the recognition of the im-
portance of having the necessary human skills for the
success of digitalization processes. No matter how ad-
vanced the technologies are, their effectiveness large-
ly depends on the ability of employees to use them effi-
ciently and effectively. This challenge includes various
aspects, from limited familiarity with digital tools to
the lack of technical skills that enable employees to in-
teract with smart, data-driven systems. The solution
lies in continuous investment in training and the de-
velopment of specialized programs that keep pace with
rapid technological changes.

— The challenge of «Data Quality and Safety»
ranked fourth with a percentage of 10.3%, This aspect

is vital for the success of digital projects, as accurate
and reliable data form the basis for sound decision-
making. Inaccurate or unsafe data can harm system
performance and erode institutional trust. To address
this, strict data quality controls, secure management
practices, and advanced analytical tools should be ap-
plied to ensure consistency and reliability.

— The challenge of «Weak Infrastructure» ranked
fifth with 9.9%, This factor plays a crucial role in the
success of digital transformation, as digital infra-
structure forms the backbone of any integrated sys-
tem. Weak networks, limited data centers, and outdat-
ed equipment hinder performance and the adoption
of advanced technologies like Al Strategic investments
in robust infrastructure, high-speed networks, and se-
cure cloud systems are essential to ensure institutional
readiness for digitalization.

— The challenge of «The Risks of Violation of Pri-
vacy» ranked sixth with 9.7%, This challenge under-
scores the growing importance of privacy protection
amid increasing data collection and exchange. afe-
guarding personal information is essential to maintain
user trust and comply with legal regulations. Universi-
ties must adopt clear privacy policies, apply encryption
and anonymization methods, and promote awareness
among all stakeholders to prevent misuse or unauthor-
ized access.

— The challenge of «High Financial Costs» ranked
seventh with 6.9%, This challenge represents a key ob-
stacle to administrative digitalization due to the high
financial costs involved. Expenses include infrastruc-
ture upgrades, system integration, staff training, and
continuous updates. To overcome this, universities
should adopt gradual implementation strategies and
explore alternative funding sources to support digital
innovation.

— The challenge of «Lack of Financing» ranked
eighth with 6.7%, This challenge emphasizes the
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crucial role of financing in the success of digital
transformation projects. Insufficient or unstable
funding hinders system upgrades, infrastructure
expansion, and talent acquisition, especially when
relying solely on government budgets. To overcome
this, universities should adopt sustainable financing
strategies, build partnerships with the private sector,
and leverage grants and support programs to ensure
continuity.

— The challenge of «Data Size» ranked ninth with
6.7%, This challenge highlights the rising importance
of effective data management in the digital era. Univer-
sities face difficulties in storing, processing, and analyz-
ing massive data volumes generated by integrated sys-
tems and smart applications. Addressing this requires
investing in advanced infrastructure, adopting cloud
and big data technologies, and implementing strong
data governance strategies.

— The challenge of «The Absence of the Legal
Framework» ranked tenth with 6.4%, This challenge
highlights the pressing need for clear and updated leg-
islation to govern digital data management. A compre-
hensive legal framework is vital to protect privacy, reg-
ulate data exchange, and ensure accountability for data
misuse. Such regulations strengthen trust, reduce legal
uncertainty, and foster innovation within institutions.

— The challenge of «Resistance to Change» ranked
eleventh with 6.9%, This behavioral challenge reflects
resistance to digital transformation due to fears of job
loss, adaptation difficulties, or lack of digital confi-
dence. Such resistance often results from weak com-
munication and insufficient training during the change
process. Effective change management through em-
ployee involvement, continuous training, and foster-
ing a culture of learning and innovation is essential
to build acceptance and ensure digitalization success.
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Fig. 4. Weights of digitalization challenges in management

Conclusions. Identifying and understanding the
challenges facing digitalization in university institu-
tions is an important step towards addressing and over-
coming them. This is what our study revealed, which

attempted to identify the most important challenges
based on relevant literature, in order to estimate the
weight of each challenge and rank them using the An-
alytic Hierarchy Process (AHP) as a suitable tool.
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The study resulted in the following findings:

— The process of digitalization in the higher edu-
cation sector faces several challenges, including tech-
nical challenges, human and organizational challeng-
es, among others.

— By ranking these challenges according to their
relative importance, data management challenges
were identified as the most significant, followed
by human and organizational challenges, then
technical challenges, followed by financial and legal
challenges.

— A set of challenges related to the digitalization
of management was identified, totaling eleven chal-
lenges.

— The first challenge, Information security and
data protection, received the highest importance
among the other challenges, followed by Systems
incompatibility, and then Lack of competencies.

— The model developed enables universities to
accurately prioritize challenges and make data-driv-
en decisions.

— The model built in this study included the most
important criteria (challenges), which reached five
main criteria and eleven sub-criteria.

Based on the study results, the following sugges-
tions can be made:

— Develop data management strategies and em-
ploy artificial intelligence technologies.

— Organize continuous training sessions aimed at
improving employee skills.

— Provide incentives to encourage active employees.

— Standardize technical systems across all univer-
sity departments.

— Develop strict legal frameworks to protect dig-
ital data.

— Form specialized cybersecurity teams in each
university to monitor systems and protect them from
threats.

Future research may include applying the pro-
posed model in other institutions, in addition to incor-
porating more challenges based on empirical studies.
The analysis can also be supported by other methods
such as F-AHP (Fuzzy Analytic Hierarchy Process).
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